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Executive summary  
The massive proliferation of state-of-the-art interfaces in the automotive sector has triggered a 

revolution in terms of the technological ecosystem that is found in today’s modern vehicle On one 

hand, we find dozens of electronic control units running several hundred megabytes of code, alongside 

sophisticated dashboards with integrated wireless communications. On the other hand, in the same 

vehicle, we find an underlying communication infrastructure, which is struggling to keep up with the 

pace of these radical changes.  

Unfortunately, difficulties in securing in-vehicle communications are exposing the vehicle not only to 

cyber attacks but also to tampering. The term “tampering” denotes the deliberate and unauthorised 

manipulations of vehicle components, by the vehicle owner or operator. The tampering of the 

environmental protection systems (EPS) is performed mainly for economic advantages; either to 

reduce fuel or urea costs or to avoid costly repairs of aged or malfunctioning equipment. 

Consequently, heavy-duty vehicle manufacturers call for action to prevent aftermarket manipulations. 

In response to these issues, the DIAS project aims to reduce or eliminate tampering techniques that 

relate to vehicle emissions, by means of protective hardware and software solutions. 

DIAS project envisioned several layers of defence against currently known (e.g., tampering devices on 

the market), and unknown tampering. Previous deliverables, including Deliverables 5.1 and 5.2, 

proposed different solutions for the detection of known tampering. The present deliverable D5.3 

proposes techniques that complement the previously developed solutions in order to detect unknown 

tampering. Amongst other methods, it develops different tampering detection methods that are able 

to provide additional input to the tampering detection coordinator developed in D5.1. 

 This deliverable documents a workflow, comprised of three phases, which can help in the design and 

analysis of a new tampering detection system for future vehicles. 

The first phase comprises the steps taken for the analysis of the aftertreatment system based on real 

measurements and simulated datasets. It provides the building blocks for the tampering detection 

system. The second phase develops an approach for the detection of vehicle tampering that leverages 

an ensemble of models. Each detector operates on a set of measured variables and compares the 

predicted output values against the measured ones. The model outputs are then fused with the 

Dempster-Shafer (D-S) theory of evidence. Finally, the third phase provides an extensive assessment 

and adjustment of the detection system’s parameters (such as thresholds, and fusion weights) based 

on real and simulated datasets (including various tampering scenarios). 

A proof-of-concept framework was developed and tested with data collected from real heavy-duty 

vehicles, and data generated through simulation. A dedicated aftertreatment model was developed 

for the FORD-FMAX truck which allows additional data generation for the detection model, as well as 

further analysis options. In order to improve the evaluation of the anomaly detection framework and 

test its transferability to other vehicles, a simulation model for heavy-duty vehicles was developed in 

the Exothermia suite simulation environment. The use of simulation is preferred for vehicle safety 

reasons and provided the opportunity to experiment with a large number of hypothetical future 

tampering scenarios. 

The prototypical developments shall indicate the applicability of the proposed methods in automotive 

applications and point out potential future fields of research.  
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 1 Introduction 

1.1    Background 

The massive proliferation of state-of-the-art interfaces in the automotive sector has triggered a 

revolution in terms of the technological ecosystem that is found in today’s modern heavy-duty 

vehicles. On one hand, we find dozens of electronic control units running several hundred megabytes 

of code, alongside sophisticated dashboards with integrated wireless communications [Coppola2016, 

Contreras2018]. On the other hand, in the same vehicle, we find an underlying communication 

infrastructure, which is struggling to keep up with the pace of these radical changes [Groza2018]. Since 

each Control Unit has its own purpose, in this document we use the abbreviation ECU to denote the 

Engine Control Unit, and xCU to refer to general-purpose control units. 

Unfortunately, difficulties in securing in-vehicle communications are exposing the vehicle, not only to 

cyber attacks [Khan2020, Tian2021] but also to tampering [Baldini2020, Thirumalini2021]. The term 

“tampering” denotes the deliberate and unauthorised manipulations of vehicle components, by the 

vehicle owner or operator that tampers the environmental protection systems (EPS) for economic 

advantages. Examples include, but are not limited to, the suppression of fault codes, and the 

replacement/removal of vehicle components. Such changes can deactivate critical systems such as the 

Selective Catalytic Reduction (SCR) dosing system. As a result, this effectively stops the injection of the 

AdBlue fluid, which essentially translates to higher NOx emissions. While this reduces the costs of the 

vehicle’s maintenance, it has a dramatic environmental impact as was presented in deliverable D3.2.  

Consequently, heavy-duty vehicle manufacturers call for action to prevent aftermarket manipulations 

[Acea2017]. In response to these issues, the DIAS project, funded by the EU Research and Innovation 

program Horizon 2020, aims to propose solutions to reduce or eliminate tampering techniques that 

relate to vehicle emissions, by means of protective hardware and software solutions. 

In particular, the DIAS project envisioned several layers of defence against currently known (e.g., 

tampering devices on the market), and unknown tampering. Previous deliverable D5.1 presents the 

developed diagnostic features to detect known tampering. D5.2 described an Overall Diagnostic 

System (ODS) of tampering detection and tampering reporting. This system was designed to 

incorporate detection methods for future tampering, which are currently not known. The present 

deliverable D5.3 describes the developed tampering detection techniques that complement the 

techniques presented in previous deliverables. Amongst others, it details a closed-loop tampering 

detection fusion system, which could provide additional input to the tampering detection coordinator 

developed in D5.1. 

1.2    Objectives 

The overall objective of Task 5.3 is to develop a detection system which will be able to ensure a 

successful detection, regardless if the manipulation attempt has been foreseen or not during the initial 

design of the system. The highest integrity of the system will be achieved by combining different 

detection methodologies and leaving an open path for further improvement of the detection 

algorithms.  

This document serves as a non-comparative description of the explored techniques as stated in Task 

5.3, for detecting future (unknown) tampering. The prototypical developments shall indicate the 

applicability of the proposed methods in automotive applications and point out potential future fields 

of research.  
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1.3    Approach 

The approach taken in Task 5.3 considers a concept in which the signals coming from the vehicle 

emission control systems are continuously monitored and compared to their predicted values. These 

predicted values are generated from historical values not susceptible to manipulation. 

 An extensive analysis of the signals collected from the real truck, including data analytics and graph 

analytics, was used to select the most representative signals for the resilient tampering detection 

system. 

In this context, we propose a diverse palette of detectors, ranging from autoregressive models to non-

linear models, from graph analytics to machine learning algorithms, and combine their outputs with a 

closed-loop fusion system. 

Datasets captured from real trucks were used to analyze the performance of the proposed complex 

detection system. Different tampering scenarios were created in the simulation environment to test 

the developed tampering detection system. 

1.4    Document structure 

Section 1 presents the background, the purpose, and the document structure. Next, Section 2 outlines 

the main understanding of future (unknown) tampering and provides an analysis of techniques that 

could be applied/adapted for the detection of future tampering. The actual development of tampering 

detection strategies was preceded by an extensive analysis of vehicle data from several sources (both 

real and simulated environments), Section 3 briefly documents this extensive effort. This is followed 

by Section 4, where the general architecture of the closed-loop tampering detection system is 

detailed. The same section also presents the main building blocks of the tampering detection system, 

providing alternative solutions in terms of detection algorithms. A description of evaluations regarding 

the applicability of the developed techniques is provided in Section 5. The conclusions are presented 

in Section 6. 

1.5    Deviations from original DoW  

1.5.1    Description of work related to deliverable as given in DoW 
Advanced detection system against unknown (future) tampering (Level 2): Concept to detect known 

and future tampering using conventional and anomaly detection algorithms including prototype SW 

coding and prototypic integration in the demo vehicle. 

1.5.2    Time deviations from original DoW  
According to the approved extension, the deliverable is not delayed. 

1.5.3    Content deviations from original DoW  
Compared to the original DoW there has been a deviation in terms of content. More specifically, the 

prototypic integration in the demo vehicle was performed by testing the approach with real 

measurements obtained from the demo vehicle (as well as from other vehicles), and with 

measurements obtained from the use of a real emulator. This methodology favoured the extensive 

evaluation with datasets and tampering scenarios generated via simulation. Accordingly, 150+ 

experiments were performed, which ensured the assessment in terms of effectiveness. The 

methodology was also preferred for vehicle safety reasons. 
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2 Unknown (future) tampering and techniques applicable to 

tampering detection 

2.1    Unknown (future) tampering 

Vehicle tampering can represent a single event such as resetting the reading of an odometer, or it may 

comprise a set of long-term actions such as changes in the vehicle emission control systems. In all 

cases, however, tampering requires certain interventions and changes to be performed on the vehicle.  

Recently, the sophistication of emission control standards (e.g., up to Euro VI emission norms), has 

also increased the sophistication of tampering devices. As a result, in most cases, tampering involves 

not only physical changes to certain sub-systems but also the manipulation of communication signals 

to hide the presence of tampering devices. 

According to previous deliverables (D3.1 [Meiracker2020a], D3.2 [Meiracker2020b]) tampering 

techniques may include program/data flashing, soldering, disconnecting sub-systems, connecting 

emulation devices in order to sent modified sensor and actuator data, etc. Depending on the target 

sub-system, tampering may change accordingly.  

Hackathon 1 results (described in deliverable D3.4) gave valuable directions for possible future 

tampering scenarios, which were acknowledged in D5.2 "The difference with currently known 

tampering strategies, is that the proposed strategies in the hacking event included advanced 

simulation techniques such as neural networks, A.I. and machine learning using more on-board 

signals."  One of the challenges to beat future tampering thus lies in detecting these advanced yet 

unknown simulation techniques designed to hide the modification or intervention in the 

aftertreatment system components and cheat even the already existing detection systems.    

While previous deliverables focused on known tampering attempts, the deliverable at hand aims to 

address the detection of unknown (future) tampering. Unknown (future) tampering denotes 

tampering for which the precise behavioural characteristics are not known yet. Such tampering may 

leverage more complex constructions, where the tampering is not only limited to one signal but an 

entire group of signals. This might be necessary to hide the presence of tampering and to emulate the 

additional signals from which detection algorithms may infer the presence of tampering. 

Subsequently, tamperers may also adopt more intelligent techniques to precisely emulate the 

operational behaviour of several components of the Environmental Protection System (EPS). For this 

purpose, state of the art algorithms from the field of machine learning could be found suitable to be 

fitted into the vehicle to closely emulate vehicle signals. 

2.2    Overview of techniques applicable to tampering detection 

In the security domain, intrusion detection is a well-established field of research. To this end, a 

classification of intrusion detection techniques distinguishes between two detection classes, namely: 

signature-based, and anomaly detection techniques. Traditional detection systems usually leverage 

signatures for the detection of known intrusions. However, these detection systems can detect only 

known threats. To detect unknown threats, anomaly detection techniques need to be employed. 

Anomaly detection compares previously learned behaviour (i.e., also known as the system’s normal 

behaviour) to current measurements. Deviations from the normal behaviour are usually considered 

as anomalies and may be further processed, and ultimately reported. 
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Since the present deliverable aims to detect unknown tampering events, ( tampering for which 

signatures are unknown at the moment) this section focuses on analysing prior developed anomaly 

detection techniques aimed at the automotive sector. 

Groza and Murvay [Groza2019] developed an approach that focuses on the number of Control Area 

Network (CAN) identifiers (CIDs), their periodicity, and the entropy carried by the data field associated 

with a particular CID. Based on a thorough analysis of a CAN-bus communication trace, a significant 

number of constant bits have been identified. Consequently, the Hamming distance between two 

messages from the same sender and CID was used to define the minimum entropy. The developed 

approach detects packet modification attacks (i.e., random changes of a packet's content) and packet 

replay attacks. 

Similarly, to the work of Groza and Murvay, other researchers have acknowledged that anomaly 

detection algorithms need to be computationally efficient to be applicable to in-vehicle systems in 

practice. To this end, Stabili, et al. [Stabili2017] proposed an anomaly detection algorithm for the CAN-

bus based on the Hamming distance between the payloads of two consecutive CAN-bus messages that 

have the same identifiers. Tests consisted of randomly generated payloads (fuzzing attack), as well as 

replay attacks. The results have shown that the approach is applicable and exhibits good performances 

in the case of messages with small Hamming distances. Otherwise, a large number of false positives 

are generated. 

On the same note, of computation-efficient detection algorithms, we mention the work of Cho and 

Shin [Cho2016]. Here, an anomaly detection algorithm, called Clock-based detection system, was 

developed. The developed algorithm was analysed and later validated in the context of three distinct 

classes of attacks: new data fabrication, suspension, and masquerade. The approach essentially 

records the message arrival timestamps and exploits the periodic transmission time of CAN-bus 

messages for fingerprinting the transmitter xCUs. Next, for each xCU, an estimation of the clock skew 

was computed, which was then used as a fingerprint. Finally, the Cumulative Sum (CUSUM) was 

integrated to detect packet injection, omission, or modification attacks. 

In [Moore2017], it was observed that CAN-bus communications exhibit a certain level of regularity in 

terms of the timing of the CAN-bus frames. Based on the identified communication patterns, a 

network-based intrusion detection strategy was developed. The developed detection strategy 

measures the inter-signal wait times, and issues alerts in case of communications deviate from the 

previously known (i.e., learned) patterns. As in the case of most existing works, a clean (i.e., 

disturbance-free) dataset was used in the learning phase. A similar approach for detecting intrusions 

in in-vehicle systems according to the packet inter-arrival times (for the same CID) was documented 

in [Song2016].  

Moving toward more complex algorithms, we find the work of Narayanan, et al. [Narayanan2016]. 

The developed approach embraces Hidden Markov Models (HMM) to learn offline the communication 

patterns between xCUs. In a similar direction, we find the work of Tianjia He, et al. [He2020] where an 

autoencoder neural network was used to detect anomalies based on multiple features. Next, Long 

Short-Term Memory (LSTM)-autoencoders were used in the work of Longari, et al. [Longari2021]. The 

authors have demonstrated, once again, that machine learning algorithms can be very effective in 

detecting abnormal traffic patterns. In fact, we find several other works documenting the use of LSTMs 

to design anomaly detection systems for automotive systems [Taylor2016, Tanksale2021].  

While looking at the state of the art in the field of anomaly detection (in the automotive sector) we 

find two main directions: techniques leveraging statistical computations aimed at computation-

restrictive environments, and techniques leveraging machine learning algorithms, which are more 
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suitable for external scenarios (e.g., cloud-assisted systems). We further observe, however, that 

ensemble techniques are scarce, and more significantly, there is a lack of techniques leveraging closed-

loop ensemble detection strategies.  

Therefore, this deliverable, while documenting the development activities and results of the DIAS 

project undertaken as part of T5.3, also details innovative tampering detection strategies that advance 

the state of the art of anomaly detection in the field. Subsequently, such techniques are proven to be 

applicable to advanced but yet unknown tampering detection. 

According to this analysis, a workflow, consisting of three phases, was created for the design and 

analysis of a detection system. The first phase includes the steps taken to analyse different 

aftertreatment systems using real measurements and simulated datasets. In the same phase, the 

architecture and building blocks for the tampering detection systems were established. The steps 

taken in the first phase are illustrated in Figure 1. 

 

Figure 1: Detection system design - phase I. 

During the second phase, the developed detection models were tested in terms of prediction error, 

and their parameters were adjusted. Subsequently, in the same phase, an aggregation (i.e., fusion) 

technique was developed and applied to the output of multiple individual detectors. 

The last phase of the proposed workflow consists of a quantitative analysis performed to determine 

the effectiveness of the approach. The detectors and the aggregation technique have been applied in 

the context of a large palette of datasets, and a wide range of simulated tampering scenarios. The 

steps undertaken in phases two and three are depicted in Figure 2.  
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Figure 2: Detection system design - phases II and III. 
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3 Vehicle data analysis 
The development of the different tampering detection strategies was preceded by an extensive data 

collection and analysis phase. During this period, datasets were collected from both real vehicles and 

simulation environments. Extensive analysis revealed the relevant signals needed for the detection of 

tampering. Nevertheless, it is reasonable to assume that future vehicles will include a largely different 

set of signals, which may require yet another round of analysis. 

Consequently, this section documents the datasets that were considered while developing and 

validating the tampering detection strategies. Subsequently, an automated signal selection strategy 

that could assist future analysis to identify relevant signals was developed. We also present an 

approach for visual dataset analysis, which could provide further insight into the relevance of signals. 

3.1    Datasets and tampering scenarios 

3.1.1    Ford-Otosan FMAX 
A Ford-Otosan FMAX is used as a demonstrator platform for the DIAS project (N3, EUVI-D, 12,7l, 

367kW, 2500Nm). The production vehicle was equipped with an EDC17 engine control unit (ECU). At 

the beginning of the DIAS project, a development EDC17 with calibration access was mounted on the 

truck, which was later exchanged with a newer generation MD1 calibration ECU. A set of measurement 

channels of interest was defined and recorded with ETAS equipment and ETAS Inca Software.  

Within the course of the project, various test drives have been carried out to validate the developed 

antitampering measures and to create a database for further developments and simulations. An 18t 

trailer was used to obtain realistic conditions for a category N3 vehicle.  

The test drives have been carried out on public roads, covering city, rural and highways with the 

ambient temperature ranging from -7°C to +20°C. Reproducible routes like the one in Figure 3 were 

part of the test programme, but also “free-driving” not following a pre-described route was allowed. 

In total, 37 measurement files covering a total distance of approximately 2800 km were regarded as 

suitable for task 5.3.   

 

 

Figure 3: Standard driving profile (city, rural, highway). 
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3.1.2    FMAX aftertreatment simulation 
In parallel to the testing of the Ford Otosan FMAX truck, a dedicated aftertreatment model was 

defined to support additional data generation and analysis for the detection model. This 

aftertreatment system model is using the SIMCAT® model library and consists of a Diesel Oxidation 

Catalyst (DOC), a coated Diesel Particulate Filter (DPF), a urea-based Selective Catalytic Reduction 

(SCR) catalyst and a dual-layer Ammonia Oxidation (AOC) catalyst as well as various sensor and 

actuator models. These models are based on first principle modelling using mass and energy balances. 

All component models predict chemical reactions as well as relevant adsorption and desorption 

mechanisms. It is noted that the thermal models for DOC, SCR and AOC also include water 

condensation and vaporization which is required for cold-start conditions. For more details on the 

modelling approach, the interested reader is referred to [Cloudt2010].  

 

Figure 4: The simulation model for the FMAX aftertreatment based on the SIMCAT® library.  

With the selected signals from the FMAX test data as input, the aftertreatment model provides a 

Digital Twin of the truck hardware system to simulate e.g. the thermal and NOx tailpipe responses. 

With the capability for real-time implementation, the models can be run as part of an xCU as well for 

control, diagnostic monitoring or emulation of the real system. Assuming the selected input signals to 

be available on the CAN bus (and neglecting expected secured communication mechanisms), an 

advanced emulator with representative system natural NOx tailpipe values may be suggested allowing 

for water to replace the AdBlue in the tank.  

The larger part of the various FMAX test trips as mentioned in Section 3.1.1 has been used as 

simulation scenarios in the modelling environment and provides an additional set of real-world 

representative data for evaluation by the detection model as discussed in Section 5.   

 

3.1.3    Renault MDA2C truck 
Data was collected from a Renault MDA2C truck in the Vehicle Emissions Heavy Duty chassis 

laboratory (VELA) at the Joint Research Centre of the European Commission (Figure 5). The vehicle 

included a 158 kW Diesel engine, of 5132 cc capacity, Euro VI norm. 
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Figure 5: Renault MDA2C truck in the Vehicle Emissions Heavy Duty chassis laboratory (VELA). 

 

 

Figure 6: Installed emulator on the Renault MDA2C truck. 

The truck was equipped with an AdBlue dosage emulator (Figure 6). The emulator used followed a 

different strategy compared to mainstream emulators [D2.2]. It is detected by CAN diagnoses. Anyhow 

it is well suited to test anomaly detection algorithms [D3.2]. After installing the truck in the VELA 

laboratory, the World Harmonized Vehicle Cycle (WHVC) was used for testing, both with the original 

configuration and with the tampering device mounted. The cycle used for the test campaign was 

WHVC, which is divided into three phases: Urban 5.3 km – average speed 21.3 km/h, Rural 5.8 km – 

average speed 43.6 km/h and Motorway 8.9 km – average Speed of 76.7 km/h. 

Additional details on the tests and data collection procedure can be found in [Forloni2021]. 
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3.1.4    Bus simulation 
To expand the evaluation of the anomaly detection algorithm/framework and test its effectiveness 

and transferability, a simulation approach was followed. The goal was to produce the necessary data 

derived from a vehicle layout different from the one used for training the model. To that aim, a 

simulation model of a heavy-duty vehicle was developed in the Exothermia suite simulation 

environment. Exothermia suite is a simulation platform that includes solvers for physicochemical 

modelling of flow systems of particular relevance in emission control systems. Exothermia suite can 

also function as a co-simulation host for 3rd party models conforming to the “Functional Mock-up 

Interface” (FMI) standards. 

The simulation model, presented in Figure 7, represents a bus that incorporates a state-of-the-art 

exhaust aftertreatment system with in-line Diesel Oxidation Catalyst (DOC), Selective Catalytic 

Reduction Filter (SCRF), Selective Catalytic Reduction system (SCR) and Ammonia Slip Catalyst (ASC). 

SCR systems use a reductant (typically an aqueous solution of urea) which is injected upstream of the 

catalyst to convert NOx to nitrogen and water. For the urea dosing control, a closed-loop coverage-

based NH3 control strategy is followed. Thus, NOx emissions reduction (deNOx) performance is limited 

by NH3 slip, which must be retained below a certain limit (e.g., 10 ppm). The model was validated with 

experimental data. The main inputs of the model, regarding the mission profile, are the target vehicle 

speed, the road slope, and its environmental conditions (ambient temperature, pressure, and 

humidity). The output of the model includes, among others, the exhaust gas composition and 

aftertreatment parameters (gaseous emissions, exhaust gas temperature, urea dosing, etc). Gaseous 

emissions are calculated based on the emission profile’s inputs, the integrated engine maps, and the 

physicochemical solvers of the exhaust aftertreatment system components. 

To provide results representing a variety of driving conditions, 5 different cycles were simulated as 

seen in the following figure (Figure 8). The simulated vehicle speed is calculated considering the target 

vehicle speed, kinematic equations, aerodynamic resistance, rolling friction resistance and losses of 

the drive system. From Figure 8 it can be observed that, in all cycles, the simulated speed perfectly fits 

the target one. 
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Figure 7: The simulation model for HD vehicle (Bus) using Exothermia suite. 
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Figure 8: Simulated cycles on the Bus model. 

As a first step, all cycles were simulated without any modifications to the model to represent the non-

tampered (baseline) scenarios. These baseline results were provided to train the detection model.  

The cycles selected for training were VECTO Regional Delivery, the ones with urea injection activated 

in the greatest part of the cycle. 

The next step was to form tampering scenarios including known (observed) and unknown (possible 

future) tampering methods. All tampering scenarios and approaches consist of two main actions: the 

disabling of the targeted component and the hiding of the affected signals by providing emulated 

signals instead of the real ones. A future advanced emulator could occasionally work in a training 

mode where it tries to fit the emulated signals to the real ones. 

A well-known and frequently observed tampering attack in heavy-duty vehicles is the disabling of the 

deNOx system to obtain a decrease of operational costs needed like AdBlue consumption and refilling. 

Such a case was simulated in the bus model. To mitigate AdBlue consumption, the AdBlue emulator 

tested by JRC on the Euro VI truck (presented in Section 3.1.3) was simulated and both already 

observed and possible future methods were applied to hide the affected signals. It should be noted 

that this is only a singular case of tampering that cannot be generalized. The emulator was chosen 

since it provides a realistic baseline for generating variations and other scenarios. Subsequently, since 

the developed detection techniques documented in this deliverable operate at the application level 

(i.e., signal value level), these should be agnostic concerning the underlying protocols and tampering 

methodology. 

The main disabling action of the AdBlue emulator is that it reduces the urea dosing command while it 

creates two hiding signals regarding feedback to the Engine control module. Thus, in the simulation 

environment, the new signals simulated were the reduced urea dose and the hidden signals to the 

Engine control module. For this purpose, a new component representing the AdBlue emulator was 

added to the urea dosing control system of the model as can be seen in Figure 9. 
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Figure 9: Simulation of the AdBlue emulator: Modifications in the simulation environment. 

The emulation (“hiding”) methods applied include known, simple approaches, methods like NOx 

downstream of SCR emulation as a percentage of the upstream sensor, and possible future, more 

advanced methods like providing the emulated signals via multiple linear regression, moving average 

and neural networks models. 

Indicative results can be seen in Figure 10. Multilinear regression combined with moving average 

algorithms represents the hiding action 4 used to emulate Signal 1 in the AdBlue emulator case. 

AdBlue emulator’s disabling action makes Signal 1 increase compared to the baseline case (dark blue 

line vs light blue line). To hide this effect, the emulator “replaces” the original signal (dark blue) with 

a reduced one (red line). Such advanced models aim to give emulated signal patterns which closely 

resemble the actual ones measured in an untampered exhaust aftertreatment system. In this way, 

they increase the possibility to stay undetected by plausibility diagnostics and other tampering 

detectors. However, this also requires more computational resources, also additional signals should 

be made available for more efficient training. Furthermore, all “hiding” algorithms (known and 

possible future) were active when the actual urea dosing command was non-zero. All simulations were 

performed using 1Hz and 10Hz sampling frequencies for the used signals. This allowed us to evaluate 

the effect of the signal resolution on the tampering detector’s efficiency. 
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Figure 10: Simulation of the AdBlue emulator: Indicative results. 

3.2    Automated signal selection strategy 

In some cases, expert knowledge may be used to manually select relevant signals. However, an 

automated selection strategy based on the analysis of signals may provide new insights and a more 

robust detection approach.  

To determine the interdependence among time series in a system where feedback is present and only 

a subset of variables can be observed, a cross-correlation analysis is not sufficient. Granger 

[Granger1969] introduced a new causality concept, which defines the measure of the prediction error 

reduction when a new variable is added to an autoregressive prediction model. In order to determine 

the multivariate causality, first, the pairwise unconditional Granger causality needs to be defined 

[Barnett2014]. That is, given two time series (the predictee, and the predictor), an autoregression 

model is estimated. Next, Akaike’s Information Criterion (AIC) [Akaike1974] or Bayesian Information 

Criterion (BIC) [Schwarz1978] can be used to determine the optimal model order.  The unconditional 

Granger causality metric (CGCI) is then defined as: 

𝐶𝐺𝐶𝐼 = 𝑙𝑛
𝜎2(𝜖′(𝑡))

𝜎2(𝜖(𝑡))
, (1) 

where 𝜖(𝑡) and 𝜖′(𝑡) are the model error, and 𝜎2(𝜖(𝑡)) and 𝜎2(𝜖′(𝑡)) are the prediction error 

covariances. It should be noted that this definition can be extended using a set of variables as 

predictors or as predictee. The multivariate Granger causality [Barnett2014] is also able to account for 

group interactions. For a more detailed description, the reader is asked to consult [Granger1969, 

Barnett2014] or [Haller2022]. 

Given the Granger causality definition and considering the assumption that a more advanced 

tamperer may empirically determine or find through various means (e.g., the dark Web) the 

parameters of the tampering detection system, we leverage model redundancy. By leveraging 

redundancy for the selected signals, we increase the complexity of successful tampering, while 

increasing the detection rate of the tampering detection system. 

For a given output that is to be predicted based on one or more inputs, d detection models are defined. 

Next, the configuration of the models searches for the most d causally connected input-outputs such 
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that the following conditions hold: (i) every selected output has exactly d disjoint sets of inputs; (ii) 

the pairwise causality between the variables from different input sets for the same output is minimal; 

and (iii) a variable selected as output for a model can be the input for another model. By doing so, we 

ensure that in case the tamperer manipulates a given set of signals (i.e., used by models), the use of 

several detectors (e.g., via a fusion system) may still benefit from the evidence originating from 

tampering-free models. Subsequently, with an increased number of redundant models, the costs of 

successful tampering will also increase. Therefore, this approach is also meant to deter future 

tampering attempts.  

The approach is essentially an optimization problem that searches for the d pairwise disjoint input set, 

which maximises a cost function. Given the formal complexity of the definition, for a complete 

description, the reader is asked to consult [Haller2022]. 

3.3    Visual analytics 

3.3.1    Background 
The term visual analytics was first used by Jim Thomas in the research “Illuminating the path” 

[Cook2005]. Nowadays, the term is used generally to describe the concept that blends visualization, 

data analysis, data management, data processing, statistics, and human-computer interaction. Visual 

analytics is the concept that enables the extraction of information from a large amount of data to help 

the users understand complex information visually. Visual analytics is the combination of analytical 

reasoning together with tools and interfaces to support decision-makers to inspect high volumes of 

data. Visual analytics is of big importance in systems that target to handle an increased rate of data 

volume. A variety of methods that can boost perception in such systems are [Amar2005]: 

• Amplify the memory and processing resources available. 

• Decrease search information. 

• Boost the pattern recognition. 

• Permit perceptual attention mechanisms. 

• Translate information in an understandable and defensible format. 

Visual analytics enables the user to see and understand large volumes of data all at once by using 

visual representations and interaction technologies. Visual analytics use analytical reasoning 

techniques to permit users to get a deeper understanding that enhances decision making and 

planning. The visual representation and interaction techniques that take advantage of human vision’s 

broad bandwidth are also used in visual analytics. Moreover, data representation and data conversion 

techniques that transform the data to a clean and non-conflicting structure play a major role in the 

visual analytics concept. In addition, techniques to support the production, presentation, and 

circulation of the results demonstrate the context to a variety of listeners with different scientific 

backgrounds [Kerren2008]. 

Visual analytics aims to help the user gain insight knowledge from historical and current data to 

identify trends and events that guide the current situation. The visual analysis defines practical 

alternative future scenarios that need special treatment and enables monitoring to identify the critical 

event in the system. Furthermore, visual analytics identifies indicators of intent action that decision-

makers have to take into consideration to support the system accordingly [Thomas2006]. 

A visualization’s quality is directly related to the data quality that is used. The need for scalability, fast 

processing, and flexibility set the requirements for the conversion and transformation of data to a 

standard format that allows operation activities at many levels of abstraction of data. For this to 

happen the visual analysis process should [Thomas2006]: 
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• Pre-process and convert the data in order to gain sight of meaningful units of data for deeper 

processing. These tasks include cleaning, normalization, grouping or integration of heterogeneous 

data into a common schema. 

• The analyst then uses the meaningful data from the previous step to map the different 

situations in the system with the data. The corresponding analysis in this step may be insufficient for 

the analyst to gain the desired knowledge. 

•  The findings of the data management and the analysis of meaningful data is used to develop 

new models that enable the analyst to interact and modify the parameters which were used. 

• The corresponding models are stored and can be reused to help the analyst to conclude with 

accuracy and precision.  

Successful research results have to be taken under consideration for the practical use to gain a long-

term benefit from the use of visual analytics. 

3.3.2    Visual analytics in the DIAS project 

3.3.2.1    Real-time data visualization 

There is a variety of tools for data visualization. One basic tool for real-time streaming data 

visualization is Apache, Kafka. Kafka is an open-source high-performance distributed event streaming 

platform that is used for data pipelines [Kafka2022]. An extension, which is called Kafka connect, 

enables the data that is forwarded into and out of a Kafka broker to be shared with other frameworks. 

For example, Kafka can be connected with the MQTT [Mqtt2022] broker that receives the messages 

from the vehicle and then stores them in a database. Lenses.io is a platform that enables Kafka and 

Kafka connect management and offers a variety of services like data analytics, broker logs, identity 

management, and real-time SQL processing [Team2022].  Figure 11 shows a snapshot of the Lenses.io 

that has been configured to receive real-time MQTT messages. 

Except for real-time streaming data visualization, the Ericsson Innovation Cloud dashboard 
[Ericsson2022] visualizes statistical values, which were calculated by using real-time data. Figure 12 
and Figure 13 present a snip of the Ericsson dashboard. 

Figure 11: Lenses.io real-time data visualization. 
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Figure 12: Ericsson Dashboard. 

 

Figure 13: Dashboard statistics. 

3.3.2.2    Historical data visualization 

The real-time data has been stored and organized in different datasets. DIAS original datasets were 

stored in ASAM MDF format [MDF2022], which is used to store data that comes from vehicles. This 

specific kind of format is not supported in most tools for data visualization. For that reason, at the 

beginning of the visual analytics process, each dataset should be converted in a different format like 

CSV or XLSX. There is a Python library called asammdf [Asammdf2022] that can convert and export 

MDF data to different formats. Asammdf stands for ASAM (Association for Standardization of 

Automation and Measuring Systems) MDF (Measurement Data Format). Figure 14 shows the GUI of 
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asammdf, which was used to generate the first data visual analytics. The MDF data was then exported 

to the CSV format to continue the visual analysis process. 

 

Figure 14: Asammdf library for Python. 

Python includes a variety of libraries for visual analytics. The most widespread libraries among them 

are Pandas [Pandas2022], Matplotlib [Matplotlib2022], Seaborn [Seaborn2022], and NumPy 

[Numpy2022].  The next images have been generated by using Python combined with the 

aforementioned libraries. First, the CSV file is mounted on a Pandas data frame: 

df = pd.read_csv("./csv/2021-03-02_Dias_03_T_spacer.mf4_manipulated.reduced.csv") 
 

Next, a variety of different commands can be used to retrieve valuable information from the dataset 

that was mounted on the data frame. For example, describe() is a function that returns basic and 

important information exported from the dataset (see Figure 15).). Figure 14 demonstrates valuable 

information regarding the Exh_rNOxNoCat2Ds and the Epm_nEng attributes. The Exh_rNOxNoCat2Ds 

is the outlet NOx that is exported from the vehicle and the Emp_nEng is the engine speed. As it is 

shown, statistical values of the two attributes such as the minimum and maximum value, the mean 

value, and the total amount of data (count) have been calculated and presented in the figure. 
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Figure 15: Pandas describe() function. 

Plots can be drawn with specific commands of the libraries. The commands used to draw the plot 
diagrams are also presented in this section. 

Histogram 
A histogram separates the values into groups of an equal value range. An analyst may discover a lack 

of balance when the distribution of the data is close to normal but includes some anomalies. As an 

example, the histogram of the sample dataset which was used to generate the plots of the 

Exh_rNOxNoCat2Ds and the Epm_nEng attributes that were also used in the describe() function are 

shown: 

df[features].hist(figsize=(20, 20)); 

 

 

Figure 16: Histogram. 

 

Density plot 
A different plot to the histogram is the density plot. The density plot also presents the distribution of 

the data in a clearer and smoother way. The main difference from the histogram is that the density 

plot does not rely on the size of the groups. The density plot that was generated from the sample 

dataset using the Exh_rNOxNoCat2Ds and the Epm_nEng attributes is the following: 
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df[features_2].plot(kind="density", subplots=True, layout=(5, 4), sharex=False, 

figsize=(20, 20) 

 

 

 

Figure 17: Density plot. 

Boxplot & Violinplot 
Two extra plots are the boxplot and the violinplot. Boxplot consists of 3 elements: a square-shaped 

box, two vertical lines called whiskers, and several points known as outliers. The box presents the main 

distribution of the data and the line inside the box illustrates the median 50% of the distribution. 

Whiskers which are the lines extending from the box show the spread of the entire data distribution. 

The difference between violinplot to boxplot is that violinplot targets to illustrate a smoother plot 

distribution as a whole. Figure 18 presents the boxplot and violinplot which were generated using the 

following commands:  

_, axes = plt.subplots(1, 2, sharey=True, figsize=(6, 4)) 

sns.boxplot(data=df["Exh_rNOxNoCat2Ds"], ax=axes[0]) 

sns.violinplot(data=df["Exh_rNOxNoCat2Ds"], ax=axes[1]); 

 

 

Figure 18: Boxplot & Violinplot. 

Distplot 
The distplot merges the histogram and the density plot into one diagram:  

sns.distplot(df["Exh_rNOxNoCat2Ds"]); 
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Figure 19: Distplot. 

Scatterplot matrix 
This diagram includes the distribution of the corresponding variables and the scatter plots for each 

pair of attributes. This diagram in Figure 20 helps the analyst to have an insight into the relationship 

between different attributes that are included in the dataset. In the depicted picture the same 

Exh_rNOxNoCat2Ds and Epm_nEng attributes were selected for demonstration as in the previous plot 

examples. Each block on the scatterplot is generated by using an attribute of the dataset to form the 

X-Axis and a different attribute to form the Y-Axis. The scatterplot visualizes the values of these 

different attributes and how they are related to each other in the two-dimensional space.   

The generated images help the analyst to derive a deeper insight knowledge from the collected data 

and boost the understanding, reasoning, and awareness in critical situations. Visual analytics enhances 

the effectiveness, capability, and flexibility of the system by supporting the decision-makers with 

determining indicators. 

 

Figure 20: Scatterplot matrix. 
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4 Tampering detection systems 
This section documents the developed techniques for the detection of future (unknown) tampering. 

It starts with a discussion on the possible positioning of these detection algorithms. Then, it continues 

with the documentation of the two main research directions that have been undertaken to address 

the particular requirements of the problem at hand. 

The first direction includes an ensemble approach that fuses the output of several detectors and 

adjusts detector parameters via a closed-loop strategy. The second direction, on the other hand, 

focuses on graph analytics to detect tampering  

4.1    Detection positioning and architecture 

Considering that the document at hand addresses future tampering, at the time of writing the precise 

positioning of particular detectors in future vehicles may not apply to future vehicles. Therefore, the 

exact positioning of each detection system depends on various factors, including the available 

computational resources to run the algorithms, and the requirements of each detector in terms of 

signals, sampling frequency, and data exchanges (e.g., the adjustment of parameters in the case of 

the closed-loop scenario). 

Besides these aspects, it should be noted that the detection systems mentioned in this deliverable 

complement the detectors developed as part of previous deliverables (i.e., D5.1 and D5.2). We 

envision that the proposed detection system’s output would provide additional input to the tampering 

detection coordinator developed in D5.1. Accordingly, the suspicion calculation could be extended 

with the tampering probability provided by the computations proposed in this deliverable.  

The architecture of the future tampering detection system is envisioned to be similar to the one 

depicted in Figure 21. Accordingly, on the one hand, we may find a diverse palette of detectors, 

ranging auto regressive moving average models (ARX)from autoregressive models to non-linear 

models, and up to the use of machine learning algorithms such as artificial neural networks. The 

detectors receive the measured signals and generate the prediction errors based on the 

predetermined models. On the other hand, this architecture may include a decision fusion system that 

does not only aggregate the output of each individual detector but automatically adjusts the 

parameters of these detectors in an attempt to improve the detection accuracy. Its output is a 

probabilistic value (between 0 and 1), which could then be fed to the tampering detection coordinator 

developed in D5.1. 

The remainder of this section documents the building blocks of such an advanced tampering detection 

strategy. However, it should be noted that future developments may replace specified algorithms with 

different ones, which could be more suitable for the corresponding scenario. Therefore, the 

mentioned algorithms and techniques should be viewed as only instances of the proposed detection 

architecture, and that future instances may leverage other building blocks more suitable for future 

scenarios. 
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Figure 21: Envisioned architecture for the future tampering detection system. 

4.2    Closed-loop detection 

4.2.1    Individual detectors 
Depending on the available computational resources as well as the complexity of the underlying 

system, detectors may embrace simple computations or more complex constructions. We propose 

two detector approaches, namely: Auto Regressive Moving Average models (ARX), and Artificial 

Neural Networks (ANN). 

4.2.1.1    Auto regressive moving average-based detectors 

Consider 𝑢𝑘
𝑙  with 𝑙 = 1, 𝑑 the selected input vectors for the output 𝑦𝑘, where 𝑢𝑘𝑖

𝑙 ∈ 𝑧 are measured 

variables. Here, 𝑧 is the vector of the re-sampled time series. We use the notation 𝑧𝑖(𝑡) to represent 

the value at time t of the i-th time series (signal). 

The general multiple-input single-output (MISO) ARX model [Box2015] can be written as: 

𝑦𝑘(𝑡) = 𝐴𝑘
𝑙 (𝑞−1)𝑦𝑘(𝑡)+𝐵𝑘

𝑙 (𝑞−1)𝑢𝑘
𝑙 (𝑡) + 𝑒𝑘

𝑙 (𝑡), 

𝐴𝑘
𝑙 (𝑞−1) = 𝐴𝑘1

𝑙 𝑞−1+. . . +𝐴𝑘𝑝
𝑙 𝑞−𝑝, 

𝐵𝑘
𝑙 (𝑞−1) = 𝐵𝑘1

𝑙 𝑞−1+. . . +𝐵𝑘𝑝
𝑙 𝑞−𝑝, 

(2) 
(3) 
(4) 

where 𝑒𝑘
𝑙 (𝑡) is the model error, and 𝑞−1 is the backward shift operator, which, for any discrete-time 

signal 𝑧(𝑡), is defined as 𝑞−1𝑧(𝑡) = 𝑧(𝑡 − 1). The identification of the model involves determining the 

polynomial coefficients of the parameter matrices 𝐴𝑘
𝑙  and 𝐵𝑘

𝑙  of the linear regression. This is done by 

minimizing a loss function in which the regression vectors include the previously measured vectors of 

inputs 𝑢𝑘
𝑙 (𝑡) and output 𝑦𝑘(𝑡). Given N measurements available offline, the loss function is defined 

as: 
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𝑉 =
1

2
∑ 𝑒𝑘

𝑙 (𝑡)𝑇𝑒𝑘
𝑙 (𝑡)𝑁

𝑡=1 . (5) 

According to these identified models, individual detectors are constructed. However, as stated earlier, 

the selection process uses model redundancy for a given output in order to increase the resilience to 

successful tampering, and to deter future tampering attempts. Accordingly, for the same output, two 

or more models (according to the output of the selection process described earlier) are defined. The 

detector then computes the sum of the pairwise difference between the model with the highest 

multivariate Granger causality, and the remaining ones, as follows: 

𝐷𝑘(𝑡) = ∑ (𝐴𝑘
1 (𝑞−1)𝑦𝑘(𝑡)+𝐵𝑘

1(𝑞−1)𝑢𝑘
1(𝑡) − 𝐴𝑘

𝑙 (𝑞−1)𝑦𝑘(𝑡)+𝐵𝑘
𝑙 (𝑞−1)𝑢𝑘

𝑙 (𝑡))𝑑
𝑙=2 , (6) 

where 𝐴𝑘
1  and 𝐵𝑘

1 are the parameters of the ARX model for the input set with the highest multivariate 

Granger causality. The output of individual detectors 𝐷𝑘(𝑡) is then fused with the Dempster-Shafer 

(D-S) theory of evidence [Shafer1976], as described later in this document. 

4.2.1.2    Recurrent neural networks-based detectors 

Historically speaking, the first reference to Recurrent Neural Networks (RNN) dates back to the 1960s 

when Minsky and Papert in [Minsky1969] discussed “Multilayer machines with loops” and while in 

their book the term “recurrent” is not mentioned, the authors were at least aware of the possibility 

of extending existing neural networks with recurrent connections. Later, in 1985 the concept of RNN 

was introduced by Rumelhart, et al. in the paper entitled Learning internal representations by error 

propagation [Rumelhart1987]. 

The major difference between standard neural networks (e.g., Multi-Layer Perceptron) and RNNs lies 

in the addition of cyclical connections in the hidden layers of the network. While Multi-Layer 

Perceptrons can only map from one input vector to one output vector, the RNN can, in theory, map 

all historical values of the inputs to each output vector. This recurrent connection holds the “memory” 

of previously seen inputs as an internal state, and, consequently, it can influence the output of the 

network. The hidden layers, also known as recurrent layers, incorporate recurrent cells having internal 

states which are influenced by the current input as well as previous states.  

Since they were first mentioned, due to their ability to “remember” previously seen information, RNNs 

quickly became the preferred networks for sequential data such as time series, speech, financial data, 

audio, video and even weather forecasts. However, RNNs faced several major issues involving long-

term dependencies, namely the influence of a given input on the hidden layers, and, consequently, on 

the output layer. As such, the output layer would either decay or grow exponentially, while cycling 

through the recurrent connections. This specific issue is known as the vanishing and exploding 

gradient problem [Hochreiter1998].   

Initially proposed in 1997 by Hochreiter and Schmidhuber in [Hochreiter1997], the Long Short-Term 

Memory (LSTM) networks would solve the long-term dependency problem between time steps of 

data sequences. The improvement over standard recurrent networks was the introduction of the 

“gated” cell which would aid in the remembering capacity of standard recurrent cells. It is worth 

mentioning that in the context of Recurrent Neural Networks (RNN) several other proposed solutions, 

tackling these issues, started emerging in the 1990s, ranging from non-gradient training algorithms 

[Schmidhuber2007], time constant methods [Mozer1991] to hierarchical sequence comparisons 

[Schmidhuber1992]. 
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Figure 22: LSTM block architecture. 

The fundamental components of an LSTM network include a sequential input layer and an LSTM layer. 

The sequential layer is to feed data sequences or time series to the network, while the LSTM layer is 

responsible for learning the long-term dependencies between the time steps of the sequence input 

data. Even though this is the basic architecture of an LSTM network, the concept of deep learning can 

also be applied to this type of neural network as well. This is easily achieved by the addition of multiple 

LSTM layers. 

The typical LSTM layer incorporates blocks. These LSTM blocks, as depicted in Figure 22, are mainly 

composed of: one or more memory cells, an input gate, an output gate and a forget gate. The cell 

“remembers” the information over time, while the gates regulate the information flow coming in and 

out of the memory cell. 

In brief, based on LSTM, a tampering detection approach was developed for the DIAS project. The 

approach leverages several LSTM predictive networks, acting as detectors, where each detector 

monitors one variable (e.g., one signal). The LSTM-based approach comprises four phases, namely: 

● The pre-processing phase: this phase includes data normalization, detector inputs/outputs 

selection and network hyperparameter computation. 

● The training phase in which each detector is trained using tamper-free observations. 

● The thresholds computation phase: for each trained network, based on the prediction error, 

a detection threshold is computed using a Cumulated sum (CUSUM) control chart method. 

● The detection phase, applied for new observations, where each detector will perform a 

forward pass through the neural network and compute a prediction error. Based on this error 

and the detection threshold a decision is taken concerning the validity of the observation. 

For monitoring the changes in the LSTM network’s prediction error, a CUSUM based approach was 

selected, namely the 1-CUSUM scheme [Zhang2007]. Compared to the typical CUSUM control charts 

the 1-CUSUM scheme is able to detect the changes (e.g., increase and decrease shift) in both the mean 

and the variance values, using only one two-sided CUSUM control chart. 

Let 𝜇0 denote the mean value of the LSTM prediction error, computed during the training phase. Also, 

let e denote the prediction error computed during the detection phase. Then, let 𝑣 = 𝑒 − 𝜇0. The 

CUSUM control chart at time i, denoted as 𝐷𝑖, is defined as: 
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𝐷𝑖 = 𝑚𝑎𝑥[0, 𝐷𝑖−1 + (𝜆𝑣𝑖 + (1 − 𝜆)𝑣𝑖
2) − 𝑘𝐵], 𝑖𝑓 𝐷𝑖−1 > 0 𝑜𝑟 (𝐷𝑖−1 = 0 𝑎𝑛𝑑 𝑣𝑖 > 0) , or 

𝐷𝑖 = 𝑚𝑖𝑛[0, 𝐷𝑖−1 + (𝜆𝑣𝑖 − (1 − 𝜆)𝑣𝑖
2) + 𝑘𝐵], 𝑖𝑓 𝐷𝑖−1 < 0 𝑜𝑟 (𝐷𝑖−1 = 0 𝑎𝑛𝑑 𝑣𝑖 < 0) . 

(7) 
(8) 

In the equations above, 𝑘𝐵 is the reference parameter value, 𝜆 (0 ≤ 𝜆 ≤ 1) is the weighting factor, 

and 𝐴0 = 0. 

According to the computed 𝐷𝑖 value, the detection threshold is computed as: 

𝐷𝑒𝑡𝑇ℎ =  𝑚𝑎𝑥[𝐷𝑖 ] (9) 
 

If the predicted output value has a large domain on values before normalization, the relative 

prediction error (re) can be used for tampering indication. 

𝑟𝑒𝑖 =  
𝑎𝑏𝑠(𝑒𝑖)

𝑦𝑖 + 10−6
 

(10) 

The mean value of the relative error is computed over the time window for the tamper-free dataset, 

and the minimum and maximum value threshold is determined. 

The detection algorithm can also use the probability distribution of the relative error computed over 

a time window, for b predetermined bins. For each time window, the computed distribution is 

compared with the expected distribution determined offline in the training phase.  

4.2.2    Closed-loop aggregation 
The output of the individual detectors is aggregated (fused) into a closed-loop detection system. 

Fusion has several advantages in the detection of intrusions, as pointed out by previous research 

[Genge2013]. Fusion provides a unified view of the state of the monitored infrastructure, and it is able 

to highlight essential behaviours that would be otherwise missed by individual detectors. Particularly, 

in the case of stealth tampering, individual detectors may observe a minor deviation from the normal 

without triggering alarms. 

On the other hand, fusion does not handle cases of minority reports on tampering. That is, in case we 

consider a large number of detectors reporting on normal system status, and only a single detector 

reporting tampering (i.e., the minority tampering report), as part of a fusion, evidence of tampering 

will be diluted, and ultimately lost in computations. Therefore, to address this significant scenario, 

especially for stealth tampering, a closed-loop fusion is necessary, such that a higher significance is 

given to minority reports on tampering. 

For this purpose, the Dempster-Shafer (D-S) theory of evidence [Shafer1976] is used. The D-S 

framework provides a flexible instrument for expressing different degrees of belief in reports received 

from individual detectors. Accordingly, by adjusting the degree of belief in particular detectors, the 

output can be adapted such as evidence originating from detectors reporting an anomalous behaviour 

(e.g., tampering) has a more significant contribution to the final (i.e., fused) decision. 

In the frame of the D-S theory of evidence, 𝛩 denotes a finite, non-empty set of exhaustive and 

mutually exclusive hypotheses. 𝛩 is often called the frame of discernment, where each hypothesis 

denotes a particular state that can be reported by detectors. Let 𝜃𝑖 denote an element of 𝛩, and 𝑃(𝛩) 

the powerset of 𝛩. 

The basic probability assignment (BPA) function, also known as the mass function m, assigns a belief 

value to each element of the powerset 𝑃(𝛩), and is defined as follows: 

𝑚(𝜙) = 0, 𝑚(𝐻) ≥ 0, ∀𝐻 ⊆ 𝑃(𝛩), ∑ 𝑚(𝐻)𝐻⊆𝑃(𝛩) = 1 . (11) 
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By leveraging the mass function m, one can assign probabilities to the elements of the powerset. This 

is a significant advantage of the D-S framework, since other approaches, such as the Bayesian, assign 

probabilities to single elements of  𝛩. Subsequently, the D-S theory’s flexibility provides an approach 

to distinguish certain system states, but it also provides the ability to express ignorance. For example, 

we might know that an evidence points to hypothesis 𝐻 = {𝜃1, 𝜃2} with a high probability but at the 

same time it might provide no information (complete ignorance) on whether the system is in state 

𝜃1or 𝜃2. 

Lastly, the D-S theory of evidence provides the means to combine (e.g., fuse) independent evidence 

(e.g., 𝑚1, and 𝑚2) on two hypotheses B and C, where 𝐵, 𝐶 ⊆ 𝑃(𝛩) into single evidence. Let 𝐵𝑖  and 𝐶𝑖 

denote an element of B, and C, respectively. Then the D-S rule of fusion is defined as: 

𝑚1,2(𝐻) = 𝑚1(𝐻) ⊕ 𝑚2(𝐻) =
1

1 − 𝐾
∑ (𝑚1(𝐵𝑖) ⋅ 𝑚2(𝐶𝑗))

𝑖,𝑗,𝐵𝑖∩𝐶𝑗=𝐻

, 

𝐾 = ∑ (𝑚1(𝐵𝑖) ⋅ 𝑚2(𝐶𝑗))𝑖,𝑗,𝐵𝑖∩𝐶𝑗=𝜙 . 

 
(12) 

 
(13) 

An obvious extension of the formula above is the combination of multiple hypotheses. That is,  𝑚1 

and 𝑚2 are first combined into 𝑚1,2, which is then combined with 𝑚3 to obtain 𝑚1,2,3, and so on. For 

a set of mass functions 𝑚1, 𝑚2, . . . , 𝑚𝑁 the fusion on hypothesis H is defined as: 

𝑚1,2,...,𝑁(𝐻) = ((𝑚1(𝐻) ⊕ 𝑚2(𝐻)) ⊕. . . ) . . .⊕ 𝑚𝑁(𝐻). (14) 

As a next step, the closed-loop aggregation adjusts the degree of belief of each detector, by changing 

the value of the BPA function assigned to hypothesis 𝛩 (denoting the level of uncertainty in a particular 

detector). Since the approach focuses on anomaly detection (from which one could infer the presence 

of tampering), two system states are envisioned, namely ANOMALY and NORMAL. As a result, three 

hypotheses are included in the frame of discernment: 𝐻1= {NORMAL}, 𝐻2 = {NORMAL, ANOMALY}, 

and 𝐻3 = {ANOMALY}. 

 

Figure 23: Mass function design with three hypotheses. 

The mass function applied to these hypotheses is designed according to the intuition depicted in 

Figure 23. To this end, the horizontal axis denotes the output of the detector 𝐷𝑘(𝑡), while the vertical 

axis denotes the assigned BPA value. On the horizontal axis, three parameters are depicted, namely 

𝐷1, 𝐷2 and 𝐷3, denoting the upper thresholds for NORMAL (𝐻1), UNCERTAIN (𝐻2), and ANOMALY (𝐻3). 

According to this figure, the BPA value assigned to 𝐻1 decreases as we approach 𝑑1. At the same time, 

𝐻2 (a hypothesis containing both system states) increases before 𝑑1, and it later decreases as we reach 

the 𝑑2 limit. Lastly, the BPA value associated with 𝐻3 increases as we exceed 𝑑2. 

A significant observation on the construction of the mass function is that the upper value of the BPA 

is limited by the value of 𝑚𝑡(𝛩), that is, the value of the mass function assigned to hypothesis 𝛩 at 
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time t. Therefore, the larger the value of 𝑚𝑡(𝛩), the lower the computed 𝑚𝑡(𝐻). Consequently, by 

adjusting the level of uncertainty, one can adjust the overall confidence level pertaining to the 

evidence offered by a particular detector. 

By following this REASONING, detectors are configured with an initial value for 𝑚0(𝛩) = 𝛩+, where 

𝛩+ is the upper threshold for 𝑚𝑡(𝛩). Then, evidence on the anomaly hypothesis, denoted by 𝜃𝐴 is 

aggregated in variable W with a moving average window of size w. If the value of W exceeds a lower 

threshold of 𝜏−, then the next value of 𝑚𝑡(𝛩) (that is, 𝑚𝑡+1(𝛩)) is adjusted by a linear projection of 

W. The procedure is summarised as follows: 

𝑚𝑡+1(𝛩) =  𝛩+, if 𝑊 ≤ 𝜏−, 
𝑚𝑡+1(𝛩) =  𝛩−, if 𝑊 ≥ 𝜏+, 
𝑚𝑡+1(𝛩) =  𝑃𝑟𝑜𝑗(𝐿𝑖𝑛𝑒((𝜏−, 𝛩+), (𝜏+, 𝛩−)), 𝑊), otherwise. 

(15) 
(16) 
(17) 

In the equations above, the value of W is computed as: 

𝑊 =
1

𝑤
∑ 𝑚𝑡−1({𝜃𝐴})𝑤

𝑖=1 . (18) 

In the previous equations, 𝜏+denotes the upper threshold for W, above which the lowest BPA value 

𝛩− is assigned to 𝑚𝑡+1(𝛩). Subsequently, Line denotes a function that computes the line segment 

determined by coordinates (𝜏−, 𝛩+), (𝜏+, 𝛩−), while Proj denotes a function that returns the Y-axis 

value of the projection of W on the given line. 

Essentially, the approach described above starts with a high level of uncertainty that is assigned to all 

detectors. This is then reduced for detectors reporting anomalous behaviour. The purpose of W is to 

ensure that singular anomaly reports are less likely to influence the output of the fusion. This is an 

important aspect, since tampering, in general, is a long-term modification and operation of the 

vehicle. As a result, the anomalous behaviour is also presumed to be of long-term with a long-term 

effect. 

4.3    Graph analytics-based detection 

Trace graph analytics to detect unknown scenarios in autonomous driving were developed at the 

University of Mannheim [ Metzger 2021]. The method uses unsupervised methods to find anomalies 

in multivariate time series of data.  

The method consists of the following steps:  

A) Time Series to Trace Graph: Transferring a set of input time series into a reduced graph.  Trace 

Graph Optimization is responsible for mapping the base data to the reduced trace graph 

representation (Figure 24). 

• To reduce the data to a graph, the parameters are treated using a parameter discretization 

model (PDM), which is optimized by an evolutionary algorithm (EA). This first step returns the best-

found PDM and the corresponding trace graph, simply called ‘base-graph’. The discretization for the 

trace parameters refers to ‘binning’. Based on an ordered sequence of possible values acting as cut-

points or borders, the parameter range is divided into multiple intervals called ‘bins’. These bins 

represent a complete partitioning of the parameter range. All values within one bin are assigned to 

the same label. 

• State Definition: After the parameter discretization, every trace parameter contains positive 

integers as labels. Each of these labels represents a set of values. Based on this discretization result, 

the state definition step assigns each data point to a ‘state’ by combining its discretization labels. The 
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resulting sequence of states is transformed into a sequence of state labels, which are unique 

identifiers referencing exactly one state. 

• Graph Construction: The third and last step of the trace graph creation procedure, is 

responsible for constructing a graph based on the state sequence returned by the previous step. In 

general, a graph G = (N, E) consists of a set of nodes and a set of edges E, expressing a relationship 

between nodes. 

 

Figure 24: Sequence from time series data to trace graph generation. 

B) After the trace graph optimization is executed, the optimized PDM is applied to the set of data 

to be checked for anomalies (multi-time series). These data are referred to as delta-data. A delta graph 

is constructed by executing the trace graph creation procedure with the optimized PDM and the delta 

data as input. 

C) Comparative Trace Selection takes the base-graph (training data) and delta-graph (test data) 

as input and checks their comparability. If this check succeeds, a union of both graphs is performed. 

The goal of the graph comparison is to create a ’union graph’ by calculating a simple union of both 

node sets and edge sets. Using different graph methods, it is possible to calculate the similarity of the 

base graph and the delta graph and to determine whether unknown situations are present in the delta 

data. Situations that only appear in the delta graph, but not in the base graph indicate an anomaly, 

such as tampering. 

 

Figure 25: Base graph, delta graph and union graph. 

The main advantages of this approach are: 

• High compression rate for large volume time series data (from raw data to a reduced graph 

representation); 

• No prior knowledge or educated guess needed (unsupervised methods). 
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5 Detection evaluation (applications) 
This section documents the results obtained while applying the developed tampering detection 

systems. It should be noted that certain details regarding the following experiments (e.g., some of the 

signal names, detailed description of tampering scenarios) have been concealed and/or omitted on 

purpose.  This was necessary to ensure that the document at hand would not aid in fulfilling malicious 

agendas. 

5.1    Ford FMAX dataset 

We start with the analysis of the detection system applied to the dataset captured from the Ford 

FMAX truck. The detection system used for this purpose was the LSTM. The detector was trained using 

tampering-free data. Two sets of data were used corresponding to the two types of ECUs installed on 

the truck, namely: MD1 and EDC17. In the case of MD1, three datasets were collected, while in the 

case of EDC17 20 datasets were collected. In each case, the training was performed with one dataset 

selected randomly. 

 

Figure 26: Detection threshold computation on two ECUs: MD1 and EDC17. 

 

Figure 27: Tampering detection involving two ECUs. 

Figure 26 shows the computation of the detection thresholds for both ECUs. The figures illustrate that 

the threshold slightly increases with the type of ECU that is used. Nevertheless, the tampering that 

was applied for this case, as discussed earlier in this document, is detected irrespectively on the 

involved ECU. This aspect is illustrated in Figure 27. As shown here, with a previously trained detector 

(on the dataset collected from the EDC17 ECU), the threshold is exceeded early in the measurements, 

and, therefore, the tampering is clearly detected. Subsequently, we observe that, in both cases, that 

is, by applying the trained model on the dataset collected from the MD1 and the EDC17 ECUs, the 

threshold is largely exceeded. Note that in the case of EDC17 the detection was applied on the 

concatenated 19 datasets. Consequently, while there may be a slight difference in the threshold value, 

at least for this particular tampering, the threshold is exceeded irrespectively its value. 

Lastly, the detection delay is summarized in Table 1. Here, it can be observed that, by training the 

detector on the dataset collected from the EDC17 ECU and later applying it to the dataset collected 

from the MD1 ECU, the average detection delay is 110.33s. Conversely, in case we choose to train the 
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dataset on the MD1 ECU and apply it to the dataset obtained from EDC17 ECU the detection delay 

changes to 160s. While there is a significant increase in the detection delay, it should be noted that, 

compared to the usage lifetime of emulators (which is in the order of days or even months), this is an 

insignificant difference.  

Table 1: Summary of tampering detection delay involving data collected from the Ford truck. 

Training ECU Applied ECU/ 
experiment ID 

Detection delay [s] Average detection 
delay [s] 

EDC17 EDC17/1 192 - 

MD1/1 57 110.33 

MD1/2 122 

MD1/3 152 

MD1 EDC17/1 160 - 

MD1/1 49 94.66 

MD1/2 104 

MD1/3 131 

 

5.2    Ford FMAX aftertreatment simulation 

 Using the dedicated aftertreatment model created for the Ford Otosan FMAX truck, tampering was 

generated for all measurements from the real truck (20 measurements with EDC17 ECU, and 3 

measurements with MD1 ECU). With the selected signals from the FMAX measured data as input, the 

aftertreatment model provides a Digital Twin of the truck hardware system to emulate e.g. the 

thermal and NOx tailpipe responses, that can be injected (in the absence of security methods) to hide 

the real emission values of the manipulated aftertreatment system. 

The same LSTM network was used as in the previous (5.1) experiments with the real data collected 

with 1 MD1 ECU.  

In the first step, all the datasets with the same ECU were concatenated and the windowed mean of 

the relative error is compared for the measurements from the truck without tampering, using the 

tampering presented in the previous subchapter and the with the tampering generated in the 

simulation environment. 15-minute window size was utilized in the experiments. For the clarity of the 

figures, the logarithm of the relative error was considered. In Figure 28 the blue graphics represent 

the mean logarithmic relative error for the untampered data, and it can be separated from the 

tampered case, based on the threshold value.  
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Figure 28: The windowed mean of the logarithmic relative error 

A more accurate view of the relative error can be obtained using the probability distribution, 

computed on the same window size (15-minutes). The logarithmic domain of values vas divided into 

100 bins. As it can be shown in Figure 29 the relative error values are distributed in two clusters for 

the untampered case, but the shape of the clusters (number of elements in some specific bins) are 

different for the tampered one.    

 

 

Figure 29: Histogram of the logarithmic relative error 
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5.3    Renault MDA2C truck 

 Based on the dataset collected from the Renault MDA2C truck, the auto regressive moving average-

based detection strategy (as documented in Section 4.2.1.1), alongside data fusion, was used. 

Accordingly, the autocorrelation analysis was applied to the construction of the tampering detection 

system. To this end, a 4th order optimal model was selected, while the number of models for each 

output was set to d = 2.  

In order to automate the signal selection strategy of each model, the pairwise conditional Granger 

causality approach was applied (as documented in Section 3.2). Accordingly, this approach led to a 

maximum of 3 inputs assigned to each model, and a total of 6 outputs. The resulting signals and their 

identifiers are summarized in Table 2. 

Table 2: Measured signals and assigned identifiers. 

Unit Signal Identifier 

Exhaust Aftertreatment exh. gas temp. 𝑧1 

Exh. part filter intake temp. 𝑧2 

Exh. part filter diff. press. 𝑧3 

Aftertreatment Intake NOx 𝑧4 

Intake O2 𝑧5 

Outlet NOx 𝑧6 

Outlet O2 𝑧7 

Injected Urea 𝑧8 

Urea dosing control 𝑧9 

Engine Actual torque 𝑧10 

Accelerator pedal 𝑧11 

Engine air inlet press. 𝑧14 

Engine exhaust gas temp. 𝑧15 

Fuel Fuel rate 𝑧12 

Throttle position 𝑧13 

 

Next, by leveraging 10000 samples from the tamper-free measurements, the ARX model parameters 

were estimated and 6 detector functions were generated. In terms of the fusion system, 𝛩 was 

assumed to include two states namely, NORMAL, and ANOMALY. The upper thresholds for 

m({NORMAL}), m({NORMAL, ANOMALY}), and m({ANOMALY}) were determined by analysing the 

output of each detector in the tampering-free scenario. Accordingly, these correspond to values of 

3𝜎 (𝐷1), 5𝜎 (𝐷2), and 8𝜎 (𝐷3), respectively, measured in the tampering-free scenario.  
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Next, we illustrate the mass function computed by each detector in the tampering-free and tampering 

scenarios. In the first scenario, that is, in the case tampering is absent, the output of each individual 

detector is shown in Figure 30.  In all figures black denotes m({NORMAL}), red denotes m({ANOMALY}), 

and blue denotes m({NORMAL, ANOMALY}). Here, we observe that, in most cases, the six detectors 

report the NORMAL system state. However, there are certain cases in which three of the detectors 

cannot distinguish between NORMAL and ANOMALY states. In only a few cases the ANOMALY 

hypothesis is activated (detectors #2 and #3). This results in a low rate of false positives, as 

demonstrated later by the performance analysis. 

Next, we observe the output of the detectors in the presence of the installed emulator. As shown in 

Figure 31, most detectors are able to detect the presence of tampering (apart from detectors #5 and 

#6). Consequently, the assigned mass values, for most of the measurements, report the ANOMALY 

state (apart from detectors #5 and #6). 

 

Figure 30: Detector mass output in the absence of tampering. 
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Figure 31: Detector mass output in the presence of tampering. 

Moving forward, we discuss the output of the fusion system. In the absence of tampering, as shown 

in Figure 32, the output of the fusion is the NORMAL state. At 800s we observe an increase in the mass 

function assigned to ANOMALY. This is due to the change in driving conditions, as, at this point, the 

vehicle changes its driving style from urban to motorway.  

As shown in the same figure, the presence of tampering is clearly detected. Accordingly, the ANOMALY 

state is reported for all samples. There are slight variations in the value of the mass function assigned 

to ANOMALY (i.e., before the 200s). However, in such cases as well, the value of m({ANOMALY}) (i.e., 

>0.7) is significantly larger than the value of m({NORMAL}) (i.e., <0.3). 

 

Figure 32: Detector fusion output in the absence and presence of tampering. 

For our next assessment phase, we considered a more intelligent tamperer. Accordingly, a future and 

presumably more intelligent tamperer would be able to prepare similar ARX models to generate 

realistic signals. 

To recreate such a scenario, we assume that the tamperer emulates a certain variable (e.g., variable  

𝑧5). It is assumed that the emulation is based on an ARX model identified using real-world 

measurements. In this case, the output of individual detectors is shown in Figure 33, while the result 

of the fusion is illustrated in Figure 34. As shown here, three detectors (out of 6) are not able to detect 

the presence of intelligent tampering. Nevertheless, the fusion system assigns a larger degree of belief 
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to detectors reporting ANOMALY. As a result, ANOMALY is reported for most of the samples. 

Nevertheless, there are certain cases when the detection system is unable to report the anomalous 

state. This could be, however, addressed by additional detectors that leverage variable 𝑧5. As shown 

in the same figure, by increasing the number of detectors, the detection is clearly improved. 

Additional details on these experiments, including an extensive analysis of their performance, can be 

found in [Haller2022]. 

 

Figure 33: Detector mass output in the presence of an intelligent tamperer. 

 

Figure 34: Detector fusion in the presence of an intelligent tamperer with 6 and 9 ARX detectors.  

5.4    Bus simulated dataset 

In this section, we describe the experiments performed on simulated data. The use of simulation 

provided the opportunity to assess the robustness of the methodology, as outlined in phase III of the 

workflow documented in Section 2. The experiments were conducted on the dataset obtained from 

the simulation environment documented in Section 3.1.3. Given the extensiveness of these 

experiments, for illustration purposes, we only selected a few. A summary of the most representative 

is presented later in this section. 

We observe that the use of simulation provided the opportunity to experiment with hypothetical 

scenarios that could capture future tampering scenarios, as well. The simulation environment is the 
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one presented in the previous sections. The simulation replicated the behavioural characteristics of 

the aftertreatment system. It was constructed after extensive discussions with partners on the 

structure, and the relevant signals found within a real vehicle.  

To demonstrate the applicability of the developed techniques, the LSTM-based approach has been 

selected for this purpose. The detector is trained in a tampering-free scenario. The trained detector is 

used to determine the detection threshold, as shown in Figure 35. 

 

Figure 35: Threshold computation for NOx and Urea dosage command. 

Next, over 150 experiments have been conducted with a wide range of datasets simulating different 

vehicle cycles. Experiments considered different hiding techniques for NOx emissions and for Urea 

dosage command. These signals are expected to be hidden by tamperers in order to conceal the 

presence of tampering. 

We start by illustrating the ability of the developed technique to detect tampering in the case of hiding 

techniques applied to NOx and Urea dosage commands. Figure 36 shows a relevant selection of the 

detection outcome. Here, the four sub-figures illustrate detection outcomes in the case of four distinct 

NOX signal tampering hiding techniques. As shown, the value of the computed CUSUM (according to 

Equations (7) and (8)) exceeds the value of the computed threshold early in the experiment. This 

provides evidence of clear detection capability while using the NOx signal as the predicted parameter 

in the detection system. 

 

Figure 36: Tampering detection with NOx signal as predicted parameter.  

Next, Figure 37 shows the detection performance when a selection of two different Urea dosage 

command hiding techniques is used. Once again, each sub-figure depicts a distinct scenario for hiding 

the Urea dosage command signal. Nevertheless, in all the experiments, tampering was successfully 

detected. 
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Figure 37: Tampering detection with Urea dosage as predicted parameter.  

Lastly, a summary of the outcome of the performed experiments is presented in Table 3 and Table 4. 

Table 3 summarizes the detection delay when the NOx signal is used as a prediction parameter. Two 

distinct experiment batches have been performed. A first batch using a 10Hz sampling rate, and a 

second batch using a 1Hz sampling rate. Furthermore, two main tampering scenarios have been 

considered. In the first scenario, the predictors (i.e., the input to the detection system is tampered) 

are tampered and the NOx signal (i.e., against which the predicted value is compared) is hidden. In the 

second scenario only the NOx signal is hidden (i.e., against which the predicted value is compared), 

while the detector is fed with real untampered measurements. The table also summarizes results from 

five distinct driving cycles: VECTO Long haul, VECTO Regional delivery, WHVC, WHVCx2 Back to back, 

and Fige. Overall, 120 experiments have been performed. 

As shown in Table 3, in all the considered scenarios tampering is detected. Nevertheless, we observe 

that a larger sampling rate yields an improved detection. Namely, if we consider the 10Hz sampling 

rate, the overall detection delay is 56.43 seconds. The detection delay increases to 217.76 seconds 

when 1Hz is used. As a result, one may conclude that the sampling rate is an important factor in the 

performance of the detection system. 

Table 3: Summary of tampering scenarios, driving cycles, and detection time. Hidden signal: NOx (a 
total of 120 experiments, with different hiding techniques). 

Sample 
rate 

Tampering scenario Driving scenario Min. 
detection 
delay [s] 

Max. 
detection 
delay [s] 

Average 
detection 
delay [s] 

10Hz Tampered Predictor 
and Hidden NOx 
signal 

VECTO Long haul 72 72 72 

VECTO Regional delivery 63 81 75 

WHVC 50 60 51.66 

WHVCx2 Back to back 45 45 45 

Fige 30 30 30 

10Hz Hidden NOx signal VECTO Long haul 99 99 99 

VECTO Regional delivery 60 70 61.66 
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WHVC 50 50 50 

WHVCx2 Back to back 50 50 50 

Fige 30 30 30 

1Hz Tampered Predictor 
and Hidden NOx 
signal 

VECTO Long haul 80 80 80 

VECTO Regional delivery 80 80 80 

WHVC 90 90 90 

WHVCx2 Back to back 70 72 70.33 

Fige 680 760 733.33 

1Hz Hidden NOx signal VECTO Long haul 34 34 34 

VECTO Regional delivery 680 800 700 

WHVC 80 80 80 

WHVCx2 Back to back 70 70 70 

Fige 240 240 240 

 

Table 4 summarizes the detection delay when the Urea dosage command signal is used as a prediction 

parameter. As illustrated, compared to the previous scenario, the average detection delay is higher. 

At a 10Hz sampling rate, an overall average detection delay of 586 seconds is recorded. Conversely, 

1Hz sampling yields an overall average detection delay of 1534.8 seconds. This confirms our previous 

observation that a larger sampling rate can also increase the performance of the detection system. 

Lastly, the difference in detection performance for the 1Hz and 10Hz sample times is graphically 

illustrated in Figure 38. As shown here, a lower frequency increases the uncertainty for tampering 

detection. Nevertheless, if persistent, the tampering is ultimately detected. 

Table 4: Summary of tampering scenarios, driving cycles, and detection time. Hidden signal: Urea 
dosage command (a total of 30 experiments, with different hiding techniques). 

Sample 
rate 

Tampering scenario Driving scenario Min. 
detection 
delay [s] 

Max. 
detection 
delay [s] 

Average 
detection 
delay [s] 

10Hz Hidden Urea dosage 
command signal 

VECTO Long haul 535 850 775 

VECTO Regional delivery 640 640 640 

WHVC 600 630 615 

WHVCx2 Back to back 600 600 600 

Fige 300 300 300 
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1Hz Hidden Uread 
dosage command 
signal 

VECTO Long haul 598 690 644 

VECTO Regional delivery 2500 2500 2500 

WHVC 1500 1510 1505 

WHVCx2 Back to back 1500 2250 1875 

Fige 1150 1150 1150 

 

 

Figure 38: Detection performance comparison in the case of 10Hz and 1Hz sampling rates. 

 

5.5    Graph analytics detection system 

A proof of concept was conducted as a side ground for the DIAS project. The aim was to evaluate the 

applicability of the methods developed in the field of autonomous driving for the detection of 

unknown tampering. Field data from a fleet that is not part of the DIAS project were anonymized and 

used for the concept evaluation. 

The first investigations were carried out on 19 measurements without any manipulation, as well as on 

the measurement data processed using a tampering model with fixed SCR conversion efficiency (see 

Section 2).  

The delta graph(s) were created out of one measurement every time, altered with the tampering 

model as described above. 

Using the “Leave-one-out Crossfold“ validation method (Figure 39), the process of graph creation and 

comparison was repeated 19 times for the different datasets, excluding out one as reference. The 

presented method (Figure 39) includes the option of additional "Free drives". 
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Figure 39: Leave-one-out Crossfold validation method. 

The degree of graph coverage and the degree of new-node creation were calculated for delta graphs 

containing the original data and for the delta graphs containing synthetic tampering data. 

Measurements of different lengths will have different absolute numbers of new nodes in the delta 

graph. To achieve a comparable parameter, the rate of new nodes that were not part of the union 

graph was calculated. Therefore, the number of new nodes in the delta graph was divided by the 

number of all nodes of the delta graph. A high rate of new nodes in the delta graph can be interpreted 

as evidence of tampering. 

Using the Leave-one-out Crossfold for 19 measurements results in a range for the rates of new nodes 

in the delta graph. One range for the untampered measurements and one for the tampered 

measurements:  

• Untampered: [28 - 47%]   

• Tampered: [59 - 73%] 

The first results confirm the possibility to use the indicator “new node-creation (%)” to set a value as 

a limit for tampering detection. Higher values than this limit show an anomalous behaviour, pointing 

to possible manipulation.  

Further work is needed, with a higher amount of data. It is assumed, that with a higher number of 

training data the rate of new nodes in delta graphs will decrease more for the tamper-free case 

compared to the tampered case leading to an increased separation effect.  

Training data needs to cover a multitude of vehicles, driving conditions, vehicle mileage etc to reduce 

the risk of false positives. 

Field data containing real manipulations could be used to refine this method. 
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6 Conclusions 
The deliverable presents the developed solutions envisioned for the detection of future tampering 

attempts.  According to the previous tasks and the Hackaton event results, future tampering scenarios 

may leverage a wide variety of vehicle signals and even hide their modification by replacing them with 

emulated signals. The development of an efficient detection strategy needs to be preceded by a 

thorough analysis of real datasets, including real tampering scenarios. Based on this analysis, several 

solutions have been proposed, including a closed-loop detection system and a graph-based solution.  

The prototypical developments confirm the applicability of the proposed methods in automotive 

applications, however, the selection of the proper methods for different vehicles represents a 

potential future field of research.  

There may be a high number of possible scenarios that could be used by tamperers in order to alter 

the aftertreatment system. Within the course of the project, various test drives have been carried out 

to validate the developed antitampering measures and to create a database for further developments 

and simulations. Through the use of simulation, more than 150 scenarios have been implemented and 

tested in the context of the developed detection system. The developed simulation environment 

allows testing for other tampering scenarios in the future. 

Based on the findings documented in this deliverable the following can be concluded: 

• To maximize the effectiveness of future tampering detection solutions, a careful signal 

selection strategy needs to be applied to each class/type of vehicle. Since the availability of 

signals can vary from one vehicle (type) to another, the collection of used signals may also 

radically change from one vehicle to the other. To assist with the selection of the relevant 

signals, a visual analytics solution and an automated signal selection strategy were proposed.   

• Depending on the available computational resources, as well as the complexity of the 

underlying system, detectors may embrace simple computations or more complex 

constructions. We propose several detector approaches, namely: Auto Regressive Moving 

Average models (ARX), Artificial Neural Networks (ANN), and trace graph analytics. 

• However, it should be noted that future developments may replace particular algorithms with 

other ones, more suitable for particular sets of scenarios. Therefore, the mentioned 

algorithms and techniques should be viewed as only instances of the proposed detection 

architecture, and that future instances may leverage other building blocks, possibly more 

suitable for future scenarios. 

• The proposed architecture includes a decision fusion system that aggregates the output of 

each individual detector and, also, it automatically adjusts, in a closed-loop, the degree of 

belief in particular detectors, in an attempt to improve the detection accuracy.   

• All the tested tampering scenarios explored have been detected by the developed detection 

system.   

• The transferability of the proposed solution to other types of vehicles was demonstrated with 

real measurements from different vehicles, as well as with simulated data for different driving 

cycles. The framework and the developed detection methodology can be used for different 

types of vehicles, following the steps of the proposed workflow: signal selection, detector 

training, and detection threshold identification. However, in order to be applied to future 

vehicles, the structure of the detection systems may require changes and adaptations. New 

detectors can be added or the proposed ones can be changed.  
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• Consequently, similarly to traditional security systems, a continuous procedure of testing and 

adjustment may be required for the tampering detection system and its parameters (e.g., via 

updates), to ensure long-term precision and effectiveness. 

• To further reduce the risk of successful tampering, tampering detection systems need to be 

seconded by security solutions. Detection strategies alone cannot protect against any 

tampering scenario. As in the case of traditional IT system security, detection systems need to 

be provisioned alongside security solutions such as secure communications, key distribution 

protocols, firewalls, etc. Such solutions have been documented in previous deliverables, such 

as D4.2 In-vehicular antitampering security techniques and integration. 
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