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Executive summary  
Towards the ambition of drastically less polluting transport, the European Commission (EC) aims at 

ensuring that vehicles are not tampered with their environmental protection systems (EPSs), and 

comply with the latest “Euro” vehicle emission standards during their entire life. For almost 3 years, 

the DIAS project, funded by the European Union (EU) Research and Innovation program Horizon 2020, 

has been working towards 4 main objectives to address tampering with vehicle EPSs:  

I. To analyze the “Market” and assess the operation of representative tampering systems and 

their effect on the performance of existing on-board emission monitoring and emission 

control systems over real-world and laboratory testing 

II. To identify and implement detection methods and countermeasures (in vehicles) 

III. To test and demonstrate the success of measures 

IV. To summarize the findings, conduct an impact assessment and build a setup of guidelines and 

recommendations for future anti-tampering  

These targets were allocated in different Work Packages (WPs), including relevant tasks and 

deliverables. This report evaluates the DIAS project in terms of: 

• Analysis of partners' roles and responsibilities towards the specific goals of the project 

(Chapter Error! Reference source not found.) 

• Program implementation against pre-set targets and objectives (Chapter Error! Reference 

source not found.) 

• Analysis of the deployment of the proposed methods, system architectures, and regulatory 

proposals considering industry-wide implementation within reasonable lead-time and 

confirmation that no project-partner specific know-how and patents are required (Chapter 

Error! Reference source not found.) 

Partner roles and responsibilities were set in such a way as to achieve high levels of cooperation and 

were classified into Project coordination, Project monitoring, control and steering, and Deliverables 

reviewing. Specific entities were defined and relevant tasks were assigned to each entity. These 

entities include the Project Coordinator (PC), the WP leaders, the Core Group (CG), the General 

Assembly (GA), and the Advisory Board (AB). Overall, all pre-set principles and tasks were closely 

followed and the communication between the PC, the WP Leaders, all the project partners and 

selected external experts, proceeded smoothly. In the first period, the COVID-19 pandemic caused 

some challenges, but their impact on the overall project progress and outputs was kept limited in most 

cases.  

The DIAS objectives mentioned above were successfully fulfilled and the results of the project 

activities were presented in DIAS deliverables. In particular, the existing tampering devices, services, 

and their providers were identified (D3.1, 2020) and then, tampering methods were evaluated and 

the most important ones were tested (D3.2, 2020). A set of anti-tampering requirements for the 

involved end-users were developed in terms of tampering detection, protection, and reporting (D2.2, 

2020), and the necessary countermeasures to match these requirements were identified (D4.2, 2021), 

(D4.3, 2021), (D5.1, 2021), (D5.2, 2021), (D5.3, 2022) and demonstrated [ (D3.4, 2021), (D3.5, 2022), 

(D4.4, 2022), (D5.4, 2022)]. Finally, an anti-tampering regulatory framework was proposed 

incorporating a set of guidelines and recommendations for future anti-tampering regulations [ (D3.3, 

2022) and (D6.5, 2022)].  

The evaluation of the anti-tampering countermeasures, i.e. the DIAS solutions, is conducted in this 

report against specific targets including technology neutrality and industry-wide applicability, lead 

time, (technological) complexity, and cost (initial and operational). All solutions were evaluated in a 
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“binary” form using all DIAS partners' expertise to make, to the extent possible, precise and robust 

estimations. Overall, several anti-tampering solutions were evaluated as simple and technology-

neutral in concept, low-cost and available in the short-term. Most solutions were found neutral, at 

least in concept, building upon common automotive technology, published scientific knowledge, 

worldwide accepted standards and protocols, and EU or non-EU regulatory frameworks. It should be 

noted that even patented solutions incorporate many elements of technology-neutral sources [e.g. 

Secure Controller Area Network (CAN) solutions incorporate elements of AUTOSAR Secure Onboard 

Communication (SecOC) standard (AUTOSAR, 2017)]. In general, with the exception of a few cases 

(e.g. solutions that contain cryptography or require hardware changes), medium to low complexity 

and cost was observed, while lead time seems proportionate and closely correlated to the complexity 

and cost. On the contrary, specific limitations were identified for a few solutions relative to the cost-

effectiveness, the standardization needs, the strong dependence on newly introduced (and not fully 

integrated into the automotive environment) infrastructure, and the fact that some solutions were 

not demonstrated within DIAS but only the main concept was documented and therefore, only rough 

lead time, cost and complexity estimates were available. However, exhaustive analysis and 

implementation of all possible anti-tampering solutions were out of DIAS scope; thus, a full 

assessment of them was not feasible. The possibility to reverse the limitations encountered or develop 

possible alternatives can be the subject of follow-up projects as a step closer to the realisation of anti-

tampering measures. 
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